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CITY OF GREATER GERALDTON
AUDIT COMMITTEE MEETING
TO BE HELD ON TUESDAY 23 APRIL 2024 AT 3.30pm
IN THE SOUTH WING CONFERENCE ROOM - CIVIC CENTRE

AGENDA

1 DECLARATION OF OPENING

2 ATTENDANCE

Present:

Officers:

By Invitation:

Apologies:

Leave of Absence:

3 CONFIRMATION OF PREVIOUS MINUTES
Recommendation: That the minutes of the City of Greater Geraldton Audit
Committee meeting held on 23 January 2024 as attached be accepted
as a true and correct record of proceedings.
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4 ITEMS FOR AUDIT COMMITTEE REVIEW

AC144  AUDIT ENTRANCE MEETING WITH OAG AND RSM

AGENDA REFERENCE: D-24-042539

AUTHOR: Nita Jane, Chief Financial Officer
EXECUTIVE: P Radalj, Director Corporate Services
DATE OF REPORT: 5 April 2024

FILE REFERENCE: GO/11/0020-002

ATTACHMENTS: Yes (x1)

Audit Planning Memorandum

EXECUTIVE SUMMARY:

The purpose of this report is to enable an Audit Entrance Meeting to be
conducted for the 2023-24 financial audit. It also provides an opportunity for
the Office of the Auditor General (OAG) and contract auditor RSM Australia, to
discuss the Audit Planning Memorandum, and an occasion to raise any
concerns associated with the audit process.

EXECUTIVE RECOMMENDATION:
That the Audit Committee by Simple Majority pursuant to Section 7.1C of the
Local Government Act 1995 RESOLVES to:

1. RECEIVE the Audit Planning Memorandum for the year ending 30 June
2024; and
2. PROVIDE FEEDBACK on the Audit Planning Memorandum.

PROPONENT:
The proponent is the City of Greater Geraldton.

BACKGROUND:

The Auditor General is responsible for the auditing of local governments within
Western Australia. (Local Government (Audit) Regulations 1996). The Auditor
General engaged RSM to conduct the financial audit for the City on their behalf,
for the three years to 30 June 2023. The contract has been extended to include
the 2023-24 and 2024-25 financial years.

The interim audit visit for the 2023-24 year is scheduled for May 2024, and prior
to this an Entrance meeting is held to discuss the Audit Planning Memorandum
(draft attached). This document provides detail of the proposed approach by
RSM Australia in undertaking the financial audit.

COMMUNITY, ECONOMY, ENVIRONMENT AND LEADERSHIP ISSUES:

Community:
There are no adverse community impacts.

Economy:
There are no adverse economic impacts.

Environment:
There are no adverse environmental impacts.
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Leadership:
Holding an Entrance Meeting provides opportunity for the Audit Committee to

undertake its functions including to discuss with the auditors their planning for
the annual audit.

Disclosure of Interest:
No Officer involved in the preparation of this report has a declarable interest in
this matter.

RELEVANT PRECEDENTS:

Each year an audit entrance and exit meeting is held with the Auditor General,
the contract auditor and the Audit Committee. The previous entrance meeting
was held on 26 April 2023 - AC131.

COMMUNITY/COUNCILLOR CONSULTATION:
There has been no community/councillor consultation.

LEGISLATIVE/POLICY IMPLICATIONS:

Local Government (Audit) Regulations 1996, regulation 16:

An audit committee has the following functions —
(a) to guide and assist the local government in carrying out —
(i) its functions under Part 6 of the Act; and

(ii) its functions relating to other audits and other matters related to financial
management;

(b) to guide and assist the local government in carrying out the local
government’s functions in relation to audits conducted under Part 7 of the Act;

(c) to review a report given to it by the CEO under regulation 17(3) (the CEO’s
report) and is to —

(i) report to the council the results of that review; and
(ii) give a copy of the CEQ'’s report to the council;

(d) to monitor and advise the CEO when the CEQ is carrying out functions in
relation to a review under —

(i) regulation 17(1); and

(ii) the Local Government (Financial Management) Regulations 1996
regulation 5(2)(c);

(e) to support the auditor of the local government to conduct an audit and carry
out the auditor’s other duties under the Act in respect of the local government;

(f) to oversee the implementation of any action that the local government —
(i) is required to take by section 7.12A(3); and

(ii) has stated it has taken or intends to take in a report prepared under
section 7.12A(4)(a); and

(i) has accepted should be taken following receipt of a report of a review
conducted under regulation 17(1); and

(iv) has accepted should be taken following receipt of a report of a review
conducted under the Local Government (Financial Management)
Regulations 1996 regulation 5(2)(c);
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(g) to perform any other function conferred on the audit committee by these
regulations or another written law.

FINANCIAL AND RESOURCE IMPLICATIONS:
Provision is made in the annual budget to undertake the audit function.

INTEGRATED PLANNING LINKS:

Strategic Direction: | Aspiration: A strong local democracy with an engaged

Leadership community, effective partnerships, visionary
leadership and well informed decision-making.

Outcome 4.2 Decision making is ethical, informed and inclusive.

Outcome 4.7 Council understands its roles and responsibilities and
leads by example.

REGIONAL OUTCOMES:
There are no impacts to regional outcomes.

RISK MANAGEMENT:

The audit committee are part of the lines of defence which work together to
manage risks and ensure that controls are implemented and effective. The
audit entrance meeting assists both the Committee and the Auditor to
undertake the annual financial audit.

ALTERNATIVE OPTIONS CONSIDERED BY CITY OFFICERS:
No alternative options were considered.
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AC145 RISK MANAGEMENT UPDATE

AGENDA REFERENCE: D-24-039467

AUTHOR: Brodie Pearce, Manager Corporate
Compliance and Safety

EXECUTIVE: P Radalj, Director Corporate Services

DATE OF REPORT: 28 March 2024

FILE REFERENCE: GO0/11/0020-002

ATTACHMENTS: Yes (x2)

A. Risk Maturity Assessment 2024
B. Extract of Risk Register 2024

EXECUTIVE SUMMARY:
The purpose of this report is to provide an update to the Audit Committee as to
the City of Greater Geraldton’s risk management profile.

EXECUTIVE RECOMMENDATION:
That the Audit Committee by Simple Majority pursuant to Section 7.1C of the
Local Government Act 1995 RESOLVES to:

1. NOTE the status of the City of Geraldton Geraldton’s risk management
profile.
2. RECEIVE the completed Risk Maturity Assessment.

PROPONENT:
The proponent is the City of Greater Geraldton.

BACKGROUND:

In accordance with the Local Government (Audit) Regulation 1996, regulation
17, and the City of Greater Geraldton Risk Management Framework, the City
is required to report on the effectiveness of the organisations management of
risk.

This report provides an update on the status of the City’s risk management, and
the risk review programs. Moderate or low risks of an operational or
departmental nature are not included in this report.

Risk Review Program

As reported at the last Audit Committee meeting the City had implemented an
internal review of the enterprise risks. Enterprise risks as defined by the Risk
Management Framework are risk to City operations, which the City has some
ability to mitigate or prevent.

The enterprise risks internal review program issued the City’s risk register to all
managers and the executive management team, with guidance on the process
to complete the annual review process. This review was completed with the
attached risk register extract was confirmed.

This review confirmed updates to risk treatments throughout the register.
Additional operational risks were identified e.g. Low/Moderate. However no
additional high risks were identified.
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The updated risk register contain the reviewed Enterprise and Strategic risks
will be again incorporated into the centralised risk register for Management and
EMT to action on an ongoing basis.

The following are risks identified with a High risk exposure within the City’s risk
register. The attached extract contains further information relating to these
assessed risks. Please note that full details of the associated risk treatment
plans are not provided, there are currently listed 331 separate risk treatment in
the full risk register e.g. from low to high risk exposures.

The City across its multiple risk registers currently has identified sixteen risks
with a rating of high, with none having a residual risk rating of extreme. Please
note these risks are subject to change following the enterprise risks internal
review program. These following high risks are currently listed in the City’s risk
register are listed in order over risk exposure severity.

Risk - SCP Risk
e Title Horliee Alignment Theme
1549 Walkaway Nangetty Bridge ENT. Enterprise 14831 Assets - Asset
3014 at risk of failure Risk ' ' Management Practices
Major Aerodrome Emergency People - Work, Health,
260 . Geraldton Airport 14 Safety & Security
Incident :
Management Practices
1330 Failure to Strategic assess ST. Strategic Risk 14831 Assets - Assetl
Asset Infrastructure Management Practices
Theft/Holdup of City ENT. Enterprise People - Misconduct, Theft
1355 | Employees Risk 4.5 & Fraud
Transporting/handling Cash
. . . . People - Work, Health,
245 MaJ(_)r Sec_qr!ty Inc@ent/Event ENT. Epterpnse 31845 Safety & Security
at City facilities or sites Risk :
Management Practices
People - Work, Health,
: . . Safety & Security
238 Emgrgency Evacuation of City ENT. Epterpnse 31845 Management
Facility Risk .
PracticesManagement of
Facilities /Venues / Events
. : : . Community &
Major Disruption/ Cancellation Assets - Management of
154 . Cultural 3.1 o
of City Event Facilities / Venues / Events
Development
Potential Health/Disease Maintenance
1344 Impacts to Mullewa Residents Operations ; 14 Assets - Asset
due to Waste Water / Effluent Regulatory ' Management Practices
Treatment Systems Services
Harm to minor under City Community & People - Work, Health,
296 | guardianship for youth Cultural 1.4 Safety & Security
outreach program Development Management Practices
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Risk . SCP Risk
2 Title Ao aliee Alignment Theme
. . . People - Work, Health,
1326 Injury or lliness to Community ENT. Epterpnse 3.1 Safety & Security
Member(s) Risk :
Management Practices
Asset Management - ICT
Systems & Infrastructure
1540 Cyper or Information Security ICT Services 48 . _
Incident Operations - Business /
Community Disruption /
Emergency Event
. . , People - Work, Health,
198 M_ajor Mg_cilcal Emergency at ENT. E|_'1terpr|se 31845 Safety & Security
City Facility or Site Risk :
Management Practices
- People - Work, Health,
1507 \|f|Vork Health & Safety injury or ST. Strategic Risk 43 &4.5 Safety & Security
arm :
Management Practices
Assets - Environmental
Major Emergency event Management,
og3 | (Natural or Human caused) | o1 gyateqic Risk | 1.4 & 3.6 . .
with external agency Operations - Business /
management Community Disruption /
Emergency Event
Dangerous Goods/Hazardous People - Work, Health,
191 | chemical spill at aquatic Sports & Leisure 3.1&4.5 Safety & Security
facility(s) Management Practices
Major Bushfire Emergency
event (Natural or Human
caused) Assets - Environmental
NOTE: thi ously included ManagementOperations -
new : this was previously include ST. Strategic Risk 1.4 & 3.6 Business / Community

within the Risk 263 above. The
decision to separate City managed vs
External agencies managed was
implemented as sperate treatment
plans are implemented and

responsibilities

Disruption / Emergency
Event

Risk Maturity Assessment

As per the City Risk Management Framework and its supporting Risk
Management Improvement Strategy the City implements a risk maturity

assessment.

This risk maturity assessment is designed to review and monitor the current
effectiveness or the City’s implementation of risk management principles and
activities across its operations.

This Risk Management Maturity Assessment makes use of the following
maturity scale and assesses nine risk management elements (table 1). The risk
maturity assessment is included in the Table 2.
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Table 1. Risk Elements and Maturity Criteria

9 Risk Management Elements Risk Mature Criteria
1. Risk Management Policy
2. Risk Management Framework
N Level 1 - Awareness
3. Responsibilities .
. Level 2 - Understanding
4. System Integration
) Level 3 - Implemented
5. Risk Culture
o . Level 4 - Embedded
6. Communication and Consultation
) . Level 5 - Mature
7. Risk Sharing
8. Capability
9. Continuous Improvement

Table 2. Risk Assessment Findings

1. Risk Management Policy
2. Risk Management Framework
3. Responsibilities
4. System Integration
5. Risk Culture
6. Communication and..!
7. Risk Sharing
8. Capability

9. Continuous Improvement

o
o
N
o
o
o
w
o

4.0 5.0

As detailed above 4 of the 9 elements were assessed as being at Level 3
Implemented.

Risk Management Policy

System Integration

Communication and Consultation

Risk Sharing

The remaining 5 elements were assessed as being at Level 2 Understanding.

> wbh =

Risk Management Framework
Responsibilities

Risk Culture

Capability

o 0 nhd =

Continuous Improvement

This risk maturity assessment shall be used to support Management to
implement strategies to improve the City’s risk maturity level. Such strategies
will include the promotion of the updated Risk Management Procedure,
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additional training offered, and a review of the accessibility and use of the risk
registers.

COMMUNITY, ECONOMY, ENVIRONMENT AND LEADERSHIP ISSUES:

Community:
There are no adverse community impacts relating to this risk update.

Economy:
There are no adverse economic impacts relating to this risk update.

Environment:
There are no adverse environment impacts relating to this risk update.

Leadership:
The Audit Committee plays a key role in ensuring the City as a local government

fulfills management and oversight responsibilities in relation to organisational
and strategic risk management.

Disclosure of Interest:
No Officer involved in the preparation of this report has a declarable interest in
this matter.

RELEVANT PRECEDENTS:
e ACO039 - Status of City Risk Management Activities
AC044 — Status of Risk Management & Compliance Activities
AC084 — Risk Management Profile
AC120 — Risk Management Profile
AC136 — Risk Management Update

COMMUNITY/COUNCILLOR CONSULTATION:
There has been no community/councillor consultation.

LEGISLATIVE/POLICY IMPLICATIONS:
This item has compliance and polity implications as follows:

e Local Government (Audit) Regulations 1996, Regulation 17

e Department of Local Government, Sports, and Cultural Industries
Integrated Planning Guideline

e City of Greater Geraldton Risk Management Framework

e Council Policy CP4.7 Risk Management

e Council Policy CP4.24 Risk Appetite and Tolerance

FINANCIAL AND RESOURCE IMPLICATIONS:
There are no financial or resource implications relating to the risk profile update.

INTEGRATED PLANNING LINKS:

Strategic Direction: | Aspiration: A strong local democracy with an engaged
Leadership community, effective partnerships, visionary

leadership, and well informed decision-making.

Outcome 4.2 Decision making is ethical, informed, and inclusive

10
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| Outcome 4.5 | A culture of safety, innovation and embracing change \

REGIONAL OUTCOMES:
There are no impacts to regional outcomes.

RISK MANAGEMENT:

The purpose of this report is wholly associated with current risk management
practices in the City. Following completion of the internal review of the
enterprise risks, the City shall update dates its risk maturity assessment.

ALTERNATIVE OPTIONS CONSIDERED BY CITY OFFICERS:
No alternative options were considered as risk management is integral to City
operations.

11
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Overview AC145 - A

This Risk Management Maturity Assessment makes use of the Risk Management Improvement Strategy
assessment template. This template utilises the following maturity scale and assesses 9 risk management
elements as follows.

System Integration Continuous Improvement

Risk Culture

1. Risk Management Policy 6. Communication and Consultation
2. Risk Management Framework 7. Risk Sharing

3. Responsibilities 8. Capability

4. 9.

5.

Risk Mature Criteria.

There is a general understanding within the organisation of the benefits of risk
management to the organisation, however, at this stage, no active measures have
been taken that would constitute the implementation of a Risk Management
Framework.

A Risk Management Framework has been designed and implementation has
commenced or has been programmed to commence in the near future.

Level 2 | Understanding There may be some risk management being done within the organisation, however,
this is on an ad- hoc basis and is reliant on individuals within the organisation, as
opposed to leadership from senior management.

A Risk Management Framework has been implemented in all key functional areas
Level 3 | Implemented within the organisation, however, there are areas within the organisation that have
yet to incorporate sound risk management practices into their processes.

A Risk Management Framework has been implemented in all key functional areas
within the organisation, however, not all of the functional areas can be regarded as
‘best practice’ in relation to their risk management but steps are being taken to
continually improve.

A Risk Management Framework has been implemented in all key functional areas
Level 5 | Mature within the organisation, and all of the functional areas can be regarded as ‘best
practice’ in relation to their risk management.

Level 1 Awareness

Level 4 | Embedded

Average maturity score of each element based on the assessment

Refer to the subsequent section for the individual scoring allocation across the 9 risk management elements.

Risk Matrurity Score

1. Risk Management Policy

2. Risk Management Framework

3. Responsibilities

4. System Integration

5. Risk Culture

6. Communication and Consultation
7. Risk Sharing

8. Capability

9. Continuous Improvement

o
o
-
o
n
o
w
o

4.0 5.0

Risk management maturity assessment

Element 1: Risk Management Policy

Fundamental Maturity
Score 1-5

The City has a risk management policy which has been endorsed by Council. 4

The policy defines the approach and rationale for managing risk within the City. 3

Communication and understanding of the policy and its objectives for managing risk vary 3

across different levels of the City.
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dedicated to the management of risk.

Understanding of the City’s appetite for risk is inconsistent across the City. ‘ 3
Developed

The City’s risk management policy has been communicated throughout the City. 4
There is a thorough understanding of the City's risk appetite and tolerance by senior executive 4
and the Council that is implied in the City’s risk documentation, in particular its consequence

and likelihood tables.

Systematic

The City’s risk management policy outlines the required accountability and responsibility for 4
managing risk.

A common definition of risk exists and is applied throughout the City. 3
The City’s risk appetite and tolerance policy is high-level and qualitative. 4
Integrated

The City’s risk management policy includes a vision for the continuing development of its risk 3
management program.

The policy contains a high level risk appetite and tolerance policy with both qualitative and 3
quantitative elements, which is linked to the City's business strategies.

The policy is reviewed and updated to reflect changes in the internal and external environment 3
as they occur.

Advanced

The City’s risk management policy defines the linkages between risk and strategy within the 3
City.

The policy is reviewed and updated on a biannual basis or more regularly if circumstances 4
change.

The City’s risk appetite and tolerance is articulated through individual risk appetite and 2
tolerance statements developed for each source or category of risk. These statements are

supported and operationalised by measures that enable effective monitoring and review.

Optimal

The City’s risk management policy considers the management of risk as an integral part of the 3
City’s governance systems, and this reflects the link between risk and realising the City’s

strategic objectives.

The policy contains information for all staff and stakeholders on the resources and processes 3

Element 2: Risk Management Framework

Fundamental Maturity
Score 1-5

The City’s risk management framework (framework) is articulated at a high level but not 3

integrated with the City’s operations and overarching governance practices.

Resources allocated to manage risk are limited and are often shared across other 3

responsibilities.

The framework and systems used to manage risk may not be widely understood or practiced. 3

Developed

The City’s risk management framework articulates the methodology and processes required to 4

manage risk within the City.

The effectiveness of the City’s framework is reviewed on an ad hoc or informal basis. 3

Systematic

The City’s risk management framework has been implemented and supports a consistent 3

approach to the identification, assessment, evaluation and treatment of risk.

Resources have been allocated to implement, monitor and review the framework. 3

The framework has performance measures that are reviewed on an annual basis. 2

rGeraldto\?w‘f

o
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The framework explains the requirements for reporting the status of key risks including how
the City contributes to managing shared or cross jurisdictional risk.

Integrated

The City’s risk management framework is embedded in the operations of the City and is part of 3
its overarching governance and management framework.

The techniques for the identification, assessment, evaluation and treatment of risk are applied 3
consistently across all business units.

Reporting on the status of key risks and control performance including effectiveness of the 2
framework occurs on a quarterly basis.

Advanced

The City’s risk management framework includes measures for the accountability and 3
management of risk and controls at both a business unit and programme/project level.

Key risk indicators are used to measure the overall performance of the City’s risk management 3
framework.

There is a hierarchy of tools to guide decision making and support regular reporting and the 3
escalation of risks.

Risk management documentation and data is centrally stored and readily available to officials. 3
Optimal

The City’s risk management framework includes techniques to identify, analyse and measure 3

current, future and emerging risks through the collection and analysis of data including loss
event, near-miss data and root cause analysis.

Real time risk information is readily available from a centralised source to support decision 2
making.

The appetite and tolerance for managing risk in the City is understood and informs discussions 3
on the changing profile of individual risks or themes.

Performance reporting requirements are in place to measure and monitor risk exposures. 2
There is no duplication of risk management activities for different risk related functions across 4

branches or business units, resulting in the effective flow of information across the City.

Element 3: Responsibilities

Fundamental Maturity
Score 1-5

Responsibility for the management of risk has been articulated in the City’s Council 4

instructions.

Developed

The City’s Council instructions and risk management policy articulate who is accountable and 4

responsible for the management of risk, and the implementation of the City’s risk

management framework.

The management of risk is not specified in individual's performance agreements. 3

Systematic

The City has a risk manager or team responsible for implementing the City’s risk 3

management framework and these roles and responsibilities are defined in the City’s Council
instructions and risk management policy.

Accountability and responsibility for managing risk is clearly defined and linked to the 3
performance of staff at each level of the City.

Accountability and responsibility for managing, or oversighting, risk is included in the charters 3
of executive committees including audit and or risk committee.

Integrated

There is a formalised governance structure to assess and have oversight of the management 3

of risk at business unit and executive levels.

The City has a clear definition of what constitutes a new policy, programme and/or service 2
and there is a formal governance structure in place for the assessment of the risks
associated with the development or implementation of these.
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The City’s risk manager or team coordinates the implementation of the City’s framework, its
risk profiles and action plans as well as evaluating risk planning to ensure consistency and
accuracy of practice.

and ensure staff adopt the City’s risk management framework as developed and intended.

Advanced

Senior leadership supports the City’s risk manager or team to facilitate, challenge and drive 3
risk management capability in the City.

The risk management team report to senior executive, the audit committee or the Council at 3
regular intervals on the performance of the City’s risk framework.

The City’s Executive approves the City’s risk appetite and tolerance, including its risk profile, 3
and the management of significant and critical risks, as well as overseeing the continual

improvement of the City’s risk framework.

Optimal

Managers and supervisors monitor the risks and risk profiles of their areas of responsibility 3

Element 4: Systemic Integration

project levels and for all risk activities including specialist areas such as information
technology, fraud, security, business continuity, crisis management and business continuity.

Fundamental Maturity
Score 1-5

Branch and Business unit risks are reviewed annually however these risks do not inform the 3

City’s business planning, budgeting and reporting processes.

The definitions used to manage risk are inconsistently understood throughout the City as 3

there is limited guidance for identifying risk processes or differentiating between risk classes.

Developed

Enterprise-wide risks are considered in the City’s business planning, budgeting and reporting 3

processes.

There is no evidence of the identification of specialist categories of risk, such as fraud, or 4

business continuity in these processes.

Systematic

The City’s risk management framework is embedded in its operational, process and reporting 3

frameworks ensuring greater coordination of risk activities.

The City’s approach to managing risk is a part of its overarching governance framework and 3

recognised as key to effective business planning.

The processes of identification, assessment, monitoring, communicating and reporting risk 3

are consistent across the City.

The City’s risk profile enables the prioritisation of City’s audit and assurance activities. 3

Integrated

The process of managing risk occurs at the policy, program and/or service delivery level and 3

is evident in the collation and analysis of management information.

The City’s risk appetite and tolerance has been defined and communicated to all staff to 4

ensure an appropriate level of risk identification is undertaken when developing strategic and

operational plans.

Specialist risk programs are documented and included in regular reports to senior executive 3

and/or the Council.

Advanced

The City’s approach to managing risk is fully integrated with its overarching governance 3

framework and recognised as key to effective business planning.

The City identifies opportunities for improvement that arise as a result of analysing risk 3

information and identifying good risk management practice.

The City has developed a comprehensive risk appetite and tolerance policy including KPI's 2

that cascade from high level down to the detailed level.

Optimal

The City’s risk management processes are utilised at enterprise, business unit, program and 3
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Formal mechanisms exist to build and maintain organisational resilience.

The City’s risk appetite and tolerance policy, (including its tolerances and limits for different 3
categories of risk) are used consistently across the City to inform decision making.

Element 5: Risk Culture

Fundamental Maturity
Score 1-5

Officers understand and agree the need and value of effective risk management. 3

Council, senior executives and line managers demonstrate the importance the City places on 3

managing risk in line with the City’s framework and systems.

Developed

The City’s risk management framework is integral to its operating model. 3

Lessons learnt are communicated to staff. 3

There is a common understanding of the meaning of good risk management and as a result 3

a consistent use of language and understanding of risk related concepts.

Systematic

Surveys and external reviews undertaken (such as the annual state of the service report or 2

capability reviews) are analysed to provide insights into the risk culture of the City.

The City analyses loss incidents and identifies areas for improvement. This includes 3
acknowledging good risk management practice and speaking with staff regularly about
opportunities to better manage risk.

Integrated

Senior executives are held accountable through their performance agreements for managing 3
risk including responsibility for strengthening the risk culture of their teams.

The City’s risk culture is formally and regularly assessed with recommendations identified for 2
improvement.

The City has a risk management framework that is integrated with its overarching 3

governance framework so that the task of managing risk is not regarded as an additional
responsibility or burden.

Advanced

Officers are comfortable raising concerns with senior managers and those being challenged 3
respond positively.

There is a sponsor at the senior executive level of the City that leads and promotes the 3
management of risk across the City.

The City learns from negative and positive situations so that policy and procedural changes 3
are made to improve the management of risk in the future.

Optimal

The culture of the City is one that demonstrates and promotes an open and proactive 3
approach to managing risk that considers both threat and opportunity.

Examples of good risk management practice are communicated by senior executive and 3
individuals that excel in demonstrating good risk management practice in their day to day
responsibilities are rewarded.

Element 6: Communication and Consultation

Fundamental Maturity
Score 1-5
There is no common risk language used across the City with limited reporting of risks to senior 3

executive, the Council or key stakeholders.

Branches and or business units communicate with their stakeholders but this information is not 3
shared across the City.

Communication of risk issues with senior executive and/or the Council is as requested. As a 3
result, this may lead to duplication of information across the City.
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Developed
Communication with the senior executive and/or the Council is limited to information on the 3

specialist risks of the City such as work health safety, security or fraud. Risks are discussed at
the senior executive level but it is not apparent how this information is communicated or
shared with those responsible for managing specific risks.

A common risk language is used and understood to communicate risk by the risk management 3
function and senior leadership teams but these terms are not consistently understood across
the City.

Systematic

There is a common understanding of the principles and importance of managing risk across 3
the City.

The City acknowledges the importance of communicating risk in a timely manner by providing 3
information on the management of key risks and the effectiveness of the City’s risk
management framework to senior executive and the Council.

While the City analyses incidents and identifies areas for improvement feedback is not 2
commonly used to improve policies, procedures and related communications.

External communication occurs to inform stakeholders of the management of key risks and to 3
assist them in understanding the City’s approach to managing risk.

Integrated

The City’s risk terminology is understood by all staff providing a consistent approach to 3
managing risk across all branches and functions internally.

The importance of communicating and escalating risk issues is considered in the day to day 3
activities of staff.

Reporting formats have been agreed and are tailored to target audiences. 3
Advanced

There is a consistent approach to communicating and discussing risk, enabling staff to develop 3

an understanding of how risk management contributes to achieving the City’s objectives.

Staff are informed of the City’s appetite for risk through a variety of communication and 3
information channels which are regularly reviewed and updated as the City’s context for
managing risk changes.

There is evidence of the integration of risk information with key operational systems such as 4
strategic planning, work health safety and business continuity.

Optimal

The importance of communicating risk is apparent across the City with a high level of 3

importance placed on ensuring a common understanding of the principles for managing risk;
understanding the need to escalate risk issues as they arise; and the importance of informing
both internal and external stakeholders in a timely manner.

Element 7: Shared risk (Including Strategic, Enterprise, Departmental or Major Project Risk)

Fundamental Maturity
Score 1-5

There are no formal arrangements in place to discuss and understand shared risks between 3

the City and other external entities or stakeholders.

Developed

The City’s risk management policy defines shared risk.

The City’s risk management framework reflects the requirement to consider shared risk in 4
supporting guidance and documentation.

Informal arrangements are in place to discuss and understand shared risks between the City 3
and other external entities.

Systematic

The City’s risk management framework provides guidance on how to identify, assess, 4

communicate and contribute to the management of shared risk.

Formal governance arrangements are in place to discuss and understand shared risks 3
between the City and other external entities.
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on managing shared risk.

Integrated

Senior executive champion shared risk behaviours by demonstrating a collaborative 3
approach to managing shared risk.

There is a common understanding of accountabilities and responsibilities for managing 3
shared risk within the City.

Advanced

The culture of the City is one where identifying and managing shared risk is considered 3
important.

Where the City shares risk with another LG or organisation there are agreed governance 4
arrangements in place to discuss, understand and effectively manage both current and

emerging shared risks.

Optimal

The concept of shared risk, and the arrangements for managing it, is reflected in the City’s 3
governance framework and business processes.

The City has established mechanisms and protocols for recording, monitoring and reporting 3

Element 8: Capability

levels.

Fundamental Maturity
Score 1-5

There are a limited number of resources available for the management of risk. Primary 3

resources include the allocation of staff to support the implementation of the City’s risk

framework and a budget to manage specific risks.

Key individuals, including senior executive, the Council and risk personnel are provided 3

limited training to understand and execute their risk management responsibilities.

There is an informal process in place to exchange risk information between the senior 4

executive and the Council with individual branches or business units.

Developed

The role of implementing the City’s risk management framework is shared with other 2

responsibilities such as audit, security or facilities management.

Staff are able to develop their level of risk management skills through access to regular 3

training.

Risk information is disseminated and shared across the City informally. 3

Systematic

Staff responsible for implementing the City’s risk management framework are dedicated 3

resources to the risk management function, with a well-developed understanding of the City

and its operations.

Levels of risk competence have been identified for each level of the City and there is support 3

for the ongoing development of risk management skills appropriate for each level.

There is an effective flow of information through the City with a structured approach to the 3

provision of information to senior executive and the Council that consolidates all risk data.

Risk information is stored in a centralised repository and accessible to key staff. 3

Integrated

The risk manager or risk management team is responsible for assisting branches or business 2

units to identify and evaluate risk, ensuring a consistent and structured approach is applied.

Management regards the resourcing of risk as important therefore the City has a consistent 2

approach to identifying and developing risk management skills internally.

Risk information is stored in a centralised repository that is accessible by all staff and 2

provides access to real time data.

Advanced

The City’s operational budget reflects the cost of managing key risks. 3

There is a culture of knowledge sharing with the cost of managing risk appreciated at all 3
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Risk Management Information Systems are used to undertake data analysis and inform
organisational decisions. This includes historical data such as near misses and loss events
as well as predictive data that includes the identification of new and emerging risks and the
potential costs of these risks.

Optimal

Risk resources are allocated based on detailed analysis supported by data on current, future 3
and emerging risks.

The ongoing costs associated with the implementation of the City’s risk management 3
framework, such as risk treatment, resourcing, education and communication, are identified
and managed within the City’s operational budget.

The City demonstrates an understanding of the need to build risk capability through the 3
effective allocation and use of risk resources. This is achieved by focusing on priority areas
for improvement, addressing underlying issues, and utilising the skill of existing resources.

Element 9: Continuous improvement

Fundamental Maturity
Score 1-5

There is limited oversight of the effectiveness of the City’s risk management framework. 2

The reporting and consideration of risk issues is performed in an uncoordinated manner. 3

Developed

Reviews of the effectiveness of the City’s risk management framework are undertaken on an 2

ad-hoc basis by the internal audit function.

Accountability for the oversight of key risks is unclear. 3

Systematic

Reviews on the performance elements of the City’s risk management framework are 3

completed. Results are reported to senior management and the City's Council so that review
and monitoring plans are established for future periods in select functions.

Regular reviews and evaluation of all material risks are undertaken in the City. 2
Reporting of risk occurs on a regular basis enabling the consideration of key issues in a 3
timely manner by the senior executive and Council.

The risk management framework includes a process by which individuals certify the 3
performance of their responsibilities.

Reporting formats have been agreed and are tailored to the target audience. 3
Integrated

Scheduling of risk review and monitoring plans occurs across all branches and business 2
units.

Risk reporting to the senior executive and the Council includes the use of qualitative and 3
quantitative criteria to assess performance against risk appetite and tolerance levels.

Regular reviews of compliance with the risk framework are undertaken by internal audit. 3
Ongoing oversight and monitoring of the risk function occurs on a regular basis to identify 2
opportunities for improvement in the framework and processes of the City.

Advanced

The City’s risk management framework contains validation and assurance processes on a 2
real-time basis with performance considered by senior executive.

Risk processes are assessed on a regular basis by an independent party. 3
Review and monitoring plans are established for future periods across all functions. These 3

plans are independently monitored to determine progress and outcomes.

The Council and senior executive discuss and agree target maturity levels for each critical 2
component of risk management and a conscious decision is made about the allocation of risk
management resources and the necessary investments to achieve an agreed future vision.

Optimal

Comprehensive data collection supports continuous review, monitoring and learning from 3
outcomes (e.g. internal audit, near misses, loss event data and independent reviews).

The management of risk is reflected in branch and business unit budgets, with the cost of risk 3
being identified and managed effectively. The City considers the cost of managing risk at all
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levels and reports on this to the senior executive and Council on a regular basis. As a result,
the allocation of resources for managing risk is considered in the City’s operating budget.
This includes the treatment of key risks and the costing of opportunities for improved
processes or additional programmes as a result of the identification of opportunities from the
risk management process.
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Inherent

Residual

N# [Risk Title Risk Description Portfolios SCP allignemnt Risk Theme Classifications Rating Rating Likelihood Consequence
CAUSE 1.4 Community
56 years of, end of life safety, health and
Increased loading and volume of heavy vehicles well-being is
Walkawa eg design does not account for modern truck paramount. Work Health &
Nangett );Brid e sizes) ENT. Assets - Asset | Safety, Financial
1549 301fat );isk ofg Enterprise 3.1 A City that is Management Impact, Extreme High Possible Catastrophic
. CONSEQUENCE Risk planned, managed Practices Reputation, Legal
failure S .
Clapses and maintained to & Compliance,
injury or death provide for
environemental and
community well being
CAUSE -
Fuel spill
Failure to inspect or maintain Runway
infrastructure
Plane Crash Work Health &
NatlLJraI.dlsastlers (Cyclonej bushfire etc) 1.4 Community People - Work, Safety , FlnanAC|aI
. Antisocial or violent behaviour Impact, Service
Major Aerodrome N safety, health and Health, Safety & N
bomb threat, terrorism etc. Geraldton Lo 5 Interruption , . . .
260 |Emergency N " . well-being is Security . Extreme High Possible Catastrophic
. Pilot error or non compliant Airport Reputation,
Incident paramount. Management N
Practices Environmental ,
CONSEQUENCE - ! Legal &
Death/Injury to persons Compliance,
Financial Impact due closure of Aerodrome
Regulatory investigation
Environmental and Aerodrome damage
CAUSE -
Asset not built required standards eg. AS
Severe weather event 1.4 Community Work Health &
Age of Assets safety, health and o X
. N - L Safety ;Financial
Failure to inspect and maintain well-being is ) R
R Impact;Service
. Incorrect materials paramount. N
Failure to ) Interruption
Strategic assess Not fit for purpose ST. Strategic Assets - Asset ;Reputation;Legal
1330 - 3.1 A City that is Management ’ ’ High High Likely Major
Asset Risk N &
CONSEQUENCE - planned, managed Practices . .
Infrastructure N S Compliance;Asset
Death/Injury to persons and maintained to
y . . . s - Asset
Financial Impact due failure of asset provide for
. . Management
Reputation damage environemental and Practices
Legal Action, Claims or Prosecutions community well being
Regulatory investigation
CAUSE
- Lack of Process/Procedures or oversight of cash
transportation
- Use of Rangers who are visual targets
- Inconsistent process i.e. 1 or 2 employees
involved
- Lack of PPE, Duress or Offensive capability
deterrents
- High value of cash being transported at billing
periods Work Health &
Theft/Holdup of |- Perceived easy target ENT 4.5 A culture of People - Safety , Financial
City Employees |- Lack of trained/resourced Security Contractor N safety, innovation . P Impact, Service " " . .
1355 N . . Enterprise . Misconduct, Theft N High High Possible Major
Transporting/han |- Depend/Trust employees involved in process Risk and embracing & Fraud Interruption ,
dling Cash - Lack of Corporate oversight i.e. ad hoc change. Reputation, Legal
management & Compliance,
CONSEQUENCE
- Armed robbery
- Assault of employee(s)
- Police or regulatory involvement
- Legal Action or compensation claims
- Insurance cover in question
- Financial loss
- Reputation damage
CAUSE - : .
Antisocial or violent behaviour, f;:mAedcnrﬁ;:? I:d Work Health &
robbery or theft P » manag Safety ;Financial
. and maintained to ) .
bomb threat, terrorism etc. . Impact;Service
X N provide for People - Work, T
Major Security . Interruption ;Legal
N ENT. environemental and | Health, Safety &
Incident/Event at [CONSEQUENCE - Ny ¥ . N . . . .
245 N L N Enterprise | community well being Security " . High High Possible Major
City facilities or  |Injury/Harm to persons . Compliance;Peopl!
8 . . Lo . Risk Management
sites Financial Impact due service interruption and . e - Work, Health,
. 4.5 A culture of Practices y
damage or theft of City assets X N Safety & Security
safety, innovation
! Management
and embracing )
Practices
change.
CAUSE -
Severe weather event
Fire 3.1 A City that is
Untrained staff § Y Work Health &
N planned, managed People - Work, A N
Failure to Plan for emergency events S Safety ;Service
L ) " and maintained to Health, Safety & .
Antisocial, violent behaviour or armed holdup N ) Interruption
bomb threat, terrorism etc. provide for Security ;:Reputation;Legal
Emergency ’ ) ENT. environemental and Management Rep €9
238 Eyacuat!qn of CONSEQUENCE - Ente.rprlse community well being Practices Compliance:Peopl High High Possible Major
City Facility N Risk
Death/Injury to persons e - Work, Health,
y . L . 4.5 A culture of Management of N
Financial Impact due service interruption and X N - Safety & Security
) o safety, innovation |Facilities /Venues /
damage to City assets/facilities " Management
e . and embracing Events N
Regulatory Investigation and prosecutions Practices
) : change.
Reputation damage due to failure to manage
emergency event
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Inherent

Residual

N# |Risk Title Risk Description Portfolios SCP allignemnt Risk Theme Classifications . . Likelihood | Consequence
Rating Rating
CAUSE -
Severe weather event
Third party cancellation 3.1 A City that is
Major Emergency event Community & planned, managed Assets - Work Health &
154 Disruption/Cance Culturaly and maintained to Management of Safety , High High Possible Major
llation of City ~ |[CONSEQUENCE - provide for Facilities / Venues | Reputation, Legal 9 9 J
Ny Development . .
Event Injury/harm to persons environemental and / Events & Compliance,
Reputation damage community well being
Financial impact due to cancellation
Legal Claims
CAUSE -
Ineffective asset management and maintenance
Age and condition of system
Potential Failure to undertake compliance obligations as per
i RO1327. Work Health &
Health/Disease . ! .
Imoacts to Lack of corporate knowledge of the issues Safety , Financial
P: Ineffective handover off obligations due to Maintenance 1.4 Community Impact, Service
Mullewa . 8 N Assets - Asset N
N amalgamation of Mullewa and City of Geraldton. Operations safety, health and Interruption , . . . .
1344 |Residents due to N Lo Management . High High Possible Major
Waste Water / ;Land & well-being is Practices Reputation,
Effluent CONSEQUENCE - Regulatory paramount Environmental ,
Injury/harm to community Legal &
Treatment . . . N
Legal action, claims or prosecution Compliance,
Systems -
Groundwater contamination
Financial impact
Regulator class action
Community outrage - reputation damage
CAUSE -
Lack of supervision and event management
Demographic of participants
Harm to minor Lack of adequate Police or WWCC checks . People - Work, Work Hgalth &
. X 1.4 Community Safety , Financial
under City Community & safety. health and Health, Safety & Imoact. Service
296 |guardianship for [CONSEQUENCE - Cultural Y, heath Security pact, Se High High Possible Major
N well-being is Interruption ,
youth outreach  [Assault/Injury or harm of persons Development Management N
paramount N Reputation, Legal
program Sexual assault Practices .
) & Compliance,
Reputation damage
Legal Prosecutions
Suspension of Youth Services
CAUSE -
Infrastructure failure
Failure to inspect and maintain assets Financial
Failure to undertake public health obligations 3.1 A City that is Impact;Reputation;
" . e People - Work,
. Failure to undertake compliance obligations as per planned, managed Legal &
Injury or lliness to ENT. S Health, Safety & ) N
X R01327 Ny and maintained to . Compliance;Opera " " " .
1326 |Community Enterprise . Security N High High Possible Major
Member(s) Risk provide for Management tions - Statutory,
CONSEQUENCE - environemental and N Regulatory or
Ny . ¥ . Practices g
Injury/harm to community community well being Other Compliance
Legal Action, claims or prosecutions Obligations
Financial impact
Reputation damage
An incident that causes degradation to the
confidentiality, integrity or accessibility of ICT
systems or information
CAUSE- Asset
- System Vulnerabilities 4.8 Deliver secured
Management - ICT | _. .
- System and Network Weaknesses technology that Financial Impact,
. . Systems & .
Cyber or - Staff or Contractor malicious or accidental event supports Infrastructure Service
1540 |(Information ICT Services sustainability, the Interruption , High High Possible Major
Security Incident environment, service Operations - Reputation, Legal
CONSEQUENCE - delivery and the per: & Compliance
. " Business /
- Network Intrusion community. .
. . N Community
- Service Disruption N N
N . Disruption /
- Loss of confidential data Emergency Event
- Reputation Damage gency
- Financial loss
- City wide services disruption
CAUSE -
Severe weather event
Fire . .
Industrial Accident i;;niflz;:t I:d
Traffic Accident P » manag
Ineffective emergency management and maintained to
. . . mergency manag provide for People - Work, Work Health &
Major Medical Antisocial, violent behaviour or armed holdup . ! !
3 ENT. environemental and | Health, Safety & | Safety, Financial
Emergency at bomb threat, terrorism etc. . ¥ . . " " " .
198 City Facility or Enterprise | community well being Security Impact, High High Unlikely Catastrophic
S't: Y CONSEQUENCE - Risk Management Reputation, Legal
' 4.5 A culture of Practices & Compliance,

Death/Injury to persons

Financial Impact due service interruption
Regulatory Investigation and prosecutions
Reputation damage due to failure to manage
emergency event

safety, innovation
and embracing
change.




Inherent

Residual

N# |Risk Title Risk Description Portfolios SCP allignemnt Risk Theme Classifications . . Likelihood
Rating Rating
CAUSE -
Severe weather event
Fire
Industrial Accident 43 Agcountable
N . leadership supported
Traffic Accident by a skilled and
Ineffective emergency management Y rofessional People - Work, Work Health &
Work Health &  |Antisocial, violent behaviour or armed holdup ST. Strategic pworkforce Health, Safety & | Safety , Financial
1507 |Safety injury or |bomb threat, terrorism etc. ) Risk 9 ! Security Impact, Service High High Unlikely
Harm 4.5 A culture of Management Interruption ,
CONSEQUENCE - safet innovation Practices Reputation,
Death/Injury to persons Y "
§ . L . and embracing
Financial Impact due service interruption change
Regulatory Investigation and prosecutions 9e-
Reputation damage due to failure to manage
emergency event
CAUSE -
Severe weather such as Cyclone, Flooding,
Earthquake
Major Port or Rail incident .
Major Industrial Accident S;;:ffg;;}"g s | e Qrs::rfe;\tal Work Health &
Major Emergency |Major Traffic Accident weyli—bein is Management Safety , Financial
event (Natural or |Bushfire paramougnt 9 ’ Impact, Service
263 Hgman caused) |Pandemic (COVID 19) ST. St_rateglc Operations - Interruptl_on s High High Unlikely
with external Risk 3.6 The natural Business / Reputation,
agency CONSEQUENCE - e-nvironment is Communit Environmental ,
management Death/Injury to persons valued. protected and Disru tion); Legal &
Partial or Total suspension of City operations cél?ebrated Emert erfc Event Compliance,
Financial Impact due service interruption . gency
Regulatory Investigation and prosecutions
Reputation damage due to failure to respond to
emergency event
CAUSE -
Failure to ms_pect and maintain chemical 3.1 A City that is
storage/facilities
o planned, managed
Industrial incident o
Mechanical/structure failure and maintained to
Dangerous provide for People - Work, Work Health &
Goo?is/Ha ardou | CONSEQUENCE - Sports & environemental and | Health, Safety & | Safety, Financial
191 s chemicalzspill :t Injury/Death to persons LZisure community well being Security Impact, Service High Moderate Unlikely
N o ! X . Management Interruption ,
aquatic facility(s) Eljflzjﬁwe environmental damage to surrounding 4.5 A culture of Practices Reputation,
. N . safety, innovation
Regulator investigation and prosecutions "
) and embracing
Reputation Damage change
Legal action, claims 9e-
Shutdown of facility
CAUSE -
Major Rail incident
Major Industrial Accident
Major Traffic Accident
Arson 1.4 Community Assets - SVZ gtk '—li(ienaalrcél
Farmer/landholder activities safety, health and Environmental Iympact
Major Bushfire V;:'::;s;lgnls Management Service
NEW (E’\"';fl:?;";y event! - ONSEQUENCE - ST. SR‘irs"‘;eg'c Operations - 'E;e'l:‘t‘g:i'g: High Moderate Unlikely
Human caused) Death/Injury to persons 3.6 The natural Business / Envis)nmental
Loss of natural environment environment is Community Legal &
Community assets lose valued, protected and Disruption / 92
Compliance

Farmer/landholder assets lose

Partial or Total suspension of City operations
Financial Impact due service interruption
Regulatory Investigation and prosecutions

celebrated.

Emergency Event

Consequence

Catastrophic

Catastrophic

Catastrophic

Catastrophic
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2023 - 2024 Work Health & Safety
Implementation Plan Status Update

EXECUTIVE SUMMARY:

The purpose of this report is to provide an update to the Audit Committee of
the status of the City of Greater Geraldton 2023 - 2024 Work Health & Safety
Implementation Plan.

EXECUTIVE RECOMMENDATION:
That the Audit Committee by Simple Majority pursuant to Section 7.1C of the
Local Government Act 1995 RESOLVES to:

1. RECEIVE the 2023 - 2024 Work Health & Safety Implementation Plan
Status Update; and

2. REQUIRE an update on the status of the 2023 - 2024 Work Health &
Safety Implementation Plan at the next Audit committee.

PROPONENT:
The proponent is the City of Greater Geraldton.

BACKGROUND:

In January of this year, the City submitted the 2023 - 2024 Work Health & Safety
Implementation Plan (Plan) to the Audit Committee. That report outlined the
Plans application and how it would be used to plan and report on future work
health and safety (WHS) actions and strategies.

This report is the status update on the the achivement of the Plans WHS
actions. This update mirrors the current corporate business plan report format
with the relevent actions listed and the accompanying officer commentary
detailing the actions status.

Please note as per the corporate business plan report example, supporting
documentation related to the commentary is not attached to the status report.
This information is submited to the Executive Management Team and the City’s
Safety Committee monthly and when formal safety meetings are scheduled.

COMMUNITY, ECONOMY, ENVIRONMENT AND LEADERSHIP ISSUES:

Community:
The implementation of the Plan supports the safety and wellbeing of volunteers

and the community accessing or being involved in Council activities.
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Economy:
There are no adverse economic impacts arising from the Plan. The cost of

compliance with WHS, however is noted as having an effect on the City, local
businesses, and community associations. This is due to the requirement for all
parties to have documented an effective administration process relating to
proactively managing safety.

Environment:
There are no adverse environmental impacts.

Leadership:
The implementation of the Plan demonstrates the City’s ongoing leadership in

ensuring effective management of the City’s WHS obligations.

Disclosure of Interest:
No Officer involved in the preparation of this report has a declarable interest in
this matter.

RELEVANT PRECEDENTS:
The Audit Committee previously considered WHS as follows:

e ACO091 Work Health & Safety Bill update.

e AC108 Work Health & Safety update.

e AC116 Internal audit safety management systems improvement action
plan update.

e AC123 LGIS External Audit of Work 